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Abstract: User authentication is mostly reliant on password-based based verification. Users generally used text-based
passwords, which are user-friendly but often predictable and vulnerable to some common attacks. To overcome these
shortcomings, graphical authentication methods have emerged. Here, users choose a sequence of images as passwords.
Though such methods help users to better remember their passwords, they too suffer from attacks seen in the case of
textual passwords. This paper presents a comprehensive summary of the vulnerabilities state of the art graphical password
schemes against the following well-known attacks - Dictionary, Guessing, Brute force, Shoulder surfing, Spyware, and
Social engineering. We believe the findings of this study can help researchers design more secure graphical password

schemes making them more usable and a realistic replacement for text-based passwords.
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1. INTRODUCTION

User authentication has a major role in ensuring the
security of any system. Generally, user authentication
schemes provide an interface for users to enter their
username and password. This is widely adopted and still
the de-facto standard in ensuring the authenticity of users.
However, text-based passwords also suffer from some
major shortcomings. Users often choose short and easily
predictable passwords susceptible to a well-known attack:
dictionary, brute force, guessing attacks, etc. A study done
by Xiaoyuan et al. discovered that 80% of the textual
password can easily be cracked in a sample network within
30 seconds [1].

Graphical passwords came into prominence to counter
some of these limitations and mostly work as an additional
layer of security over traditional text-based passwords.
Renaud [2] and Herley et al. [3] were one of the first to
discuss the possibility of using graphical interfaces for
authentication purposes. Various psychological studies on
the memorability of graphical objects [4, 5, 6, 7] confirmed
that people can easily recognize pictures, geometrical
shapes patterns, colors, textures - making graphical
passwords a strong tool for user authentication.

With all its benefits, graphical passwords are not
immune to attacks. Here, the vulnerability arises from the
same factors that affect the textual passwords: easily
guessable or too simple choices in the construction of
passwords.

This paper presents a comprehensive study of various
defense mechanisms to guard against such attacks on
graphical authentication schemes and their major
limitations. The findings of this paper will help researchers
to come up with strategies and policies that can make
graphical passwords more usable and secure.

2. GRAPHICAL PASSWORD SCHEMES

The graphical password authentication methods can be
classified into broadly three categories — Recognition

based, Recall Based and others combining both techniques.

A. Regonition Based

In this technique, the user needs to choose the correct
image (image chosen as the password during registration)
from a set of given images. Passface [3], Déja vu [21], etc.
are examples of recognition-based methods.

B. Recall Password

In Recall based method, the user needs to recollect the
password based on memory and not with any kind of clue
from the system. Such techniques can be further divided
into two categories: Pure recall-based (no hint at all) and
Cued recall-based (using some hints to aid recall).

For example, Grid selection [3], Das [21], etc. are pure
recall-based techniques. On the other hand, Blonder [25],
Pass point [21], etc. are well-known cued recall-based
techniques.
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C. Hybrid Technique

As the name suggests, these techniques ensemble the
benefits of both recognition and recall-based methods and
often have the better applicability in terms of usability
perspective. Few notable work applying hybrid technique
are - Jiminy, S3pas and Cas [24], etc.

3. ATTACKS ON GRAPHICAL PASSWORD

Commonly seen attacks to break the security of
graphical passwords are briefly discussed below:

A. Brute Force Attack

The success of this attack depends on the set of
predefined values. Here, a complete key search is
done, an attacker guesses (tries) all possible
combinations to crack the password. The only way to
prevent this attack is to have a larger password space.

B. Dictionary attack

Here a dictionary (list of words) is exhaustively
searched to break the password. Unlike brute force
attacks, this technique employs a systematic key search
that considers possibilities most likely to succeed.
However, its success guarantee is not the same as in
brute force search. scheme is completely resistant to a
dictionary attack.

C. Guessing attack

Guessing attack, as its name suggests, tries to crack a
password based on some predetermined knowledge
about the possibilities. People often include personal
information like a family name, date of birth, job
position, etc. An attacker launch guessing attacks by
somehow predicting that information. Although
success depends on the quality of guess, such attacks
are still a major threat taking into consideration the
security unaware user behavior and choice.

D. Spyware

This attack happens through malicious software
installed on the user’s computer. It is generally done via
a key logger or key listener. The goal of this attack is to
collect user information and disclose the information.
In this attack, the attacker wants to get information and
valuable data from the user’s computer by tracking key
pressing and mouse clicking events.

Unfortunately, graphical password is very much
vulnerable to this type of attacks and unable to escape
from this kind of attack.

E. Shoulder Surfing

Sometimes a password can be leaked if an intruder can
peek into it while using it. These attacks, known as
shoulder surfing attacks, are mostly possible when a
user is operating in a public space. Users generally
focus on accessing the desired system/services while

someone who is close by can become a potential
attacker in this regard. Small authentication credentials
such as ATM or account pins (generally 4 digits) or
smartphone unlock patterns/pins are more prone to such
attacks.

F. Social Engineering

In the context of information security, Social
engineering attacks remain a concern because it is the
psychological manipulation of cyber attackers. This
attack is also known as description attack where
attacker gains private data or information from user
interaction. Here, attacker doesn’t use any electronic
media, they just only use human intelligence to get the
information. It is a confidence trick for the purpose of
information gathering, fraud, or system access which
can break standard security systems easily.

4. CURRENT DEFENCES AND LIMITATIONS

There has been significant attention from the research
community to develop more sure yet usable graphical
password authentication methods over the years.

This section lists few of the prominent graphical
authentication methods/systems described in the literature
along with their capability against the common security
attacks described in section 3.

Table | summarizes the findings of this study. Here we
list the state of the art graphical password schemes and
their status in terms of capability to withstand attacks. If a
certain method is resistant to an attack, it is shown with a
(V) sign. If it is vulnerable, then the symbol (X) is used.
On the other hand, for those methods there is no mention
or study describing their behaviour against a particular
attack it is mentioned as unknown (-).

5. CONCLUSION

This paper presents a comprehensive study on how
different graphical password schemes react to traditional
attacks which are very common in case of text-based
passwords. The results found give us important insight on
the state of the art of graphical authentication methods,
their capabilities and limitations.

Findings of this paper can be helpful in designing better
policies and methodologies to design more secure
graphical password schemes.
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TABLE 1 : Attacks on Graphical Password Schemes and Defences

X = Vulnerable to attack , v= Resistant to attack, " -" = Not mentioned/found

Dictionary

Guessing

Brute
Force

Shoulder
Surfing

Spyware

Social
Engineering

Recognition Based Methods

Déjavu [ 21]

Passface [3]

Movable Frame [8]

X| XN

Picture password [9]

Triangle Scheme [8]

WIW [23]

Story [21]

Convex Hull Click (CHC) [29]

GPI [24]

XIS XX XS XX

Select-to spawn [15]

Watermarking Technique [16 ]

Weinshall [14]

Color Login [13]

GUABRR [12]

Jetafida [11]

BPIENENPIEN

ImagePass [29]

Wang et al. Scheme [10]

Intersection Scheme [8]

Dynamic Block-style [8]

<

Recall Based

Das [21]

Pass Shapes [17]

PassMap [23]

XSS

PassDoodle [19]

Grid Selection [18]

XIS XX

NFRENPIES

QDAS [20]

Syukri Algorithm [21]

Blonder’s Scheme [25]

XN

X| X| 1

X| X|

Passlogix v-Go [22]

NENINE

Visky SFR [25]

PassPoints [21]

x| X

SIS|S|S XX

NI

Background DAS (BDAS) [23]

PassBlot [28]

<

BPIEN

&

v XXX

v XXX

Hybrid Schemes

JIMINY [24]

S3PAS [24]

CAS [24]

PASSHANDS [24]

V] x| x

BENENENEN

CaRP [26]

SIS IS XIS

S X| XXX

CDS [31]

Vibration-And-Pattern (VAP) [30]

RAYS’ SCHEME [25]

NENEN
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